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Introduction
The image of the classic Italian-American Mafia family with one leader who controls
the captains and soldiers who are in the hierarchy below him has long dominated the
public view on organised crime. Two committees of the United States of America’s
Senate explain this perception: in 1950, the Kefauver Committee held a public
inquiry that concluded that organised crime in America was committed by one
national Italian syndicate while second committee, called the McLellan Committee
(1963), relied heavily on the statements of Joseph Valachi, who was part of a
Genovese crime family. This committee confirmed the Kefauver picture of organised
crime.
Scientific studies nuanced the prevailing image of this form of organised crime
(Fijnaut et al., 1996). Studies showed that it was more complicated than a simple
pyramid-like crime family structure; the picture was more complex. These insights
changed investigative and intervention strategies. A closed mafia family with a clear
hierarchy requires a different approach than that of a more fluid network of criminals,
who occasionally work together1.
Presently, history seems to be repeating itself. There is a new crime area that
is shrouded in mystery: cybercrime—and particularly organised forms of
cybercrime2. Commentators acknowledged several decades ago that criminals (ab)use
new technology (for example, Akdeniz, 1996; Wall, 1997; Mann and Sutton, 1998;
Gattiker and Kelley, 1999; Capeller, 2001; Grabosky, 2001). It is, however,
remarkable that empirical research into criminal networks that operate over the
internet is scarce. As McCusker (2006) and Van der Hulst and Neve (2008) have
already concluded, there is insufficient data available to establish links between
organised crime and cybercrime. Cybercriminal networks gain more and more
There is no consensus on a definition of organised crime. Klaus von Lampe, Professor
Organized Crime at John Jay College of Criminal Justice, New York, for example, collected more
than 180 international definitions (www.organized-crime.de/organizedcrimedefinitions.htm). That
most criminals work with others, however, have long been recognized by criminologists. For
example, in the classic studies of Shaw and McKay (1931) and Sutherland (1937) (as cited by
Weerman and Kleemans, 2002) and, later on, by Reiss (1988), Reis and Farrington (1991), and
Andresen and Felson (2010). This article, therefore, does not aim to provide a definition of organised
crime. It assumes that there are criminals that are working together to commit their crimes and
looks at the impact of digitization on those collaborations.
2
As with the concept of organised crime, cybercrime also does not has one generally accepted
definition. Van der Hulst and Neve concluded in their literature review that “a common definition
and consistent conceptual framework for this area of crime is lacking. A whole battery of
terminology is used, whether or not in combination with the prefixes cyber, computer, e-, internet,
digital or information. [...] Concepts are arbitrarily applied, exhibit substantial overlap or significant
gaps” (2008: 19). Typical of many definitions, however, is that several categories are distinguished
(Wall, 2001; Van der Hulst and Neve, 2008). The common thread is that there is a category of crimes
aimed at ICT and committed using ICT (hacking, destruction of digital data) and that there are
crimes that are not aimed at ICT, but for which ICT is essential to commit the offence (for example
Internet fraud or the distribution of child pornography). The first category often holds “new”
offences that were not possible without ICT, while the second category contains “old” crimes that
have been committed for a long period of time and now (also) can be carried out using ICT.
1
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attention from scholars from different disciplines studies (among some recent studies,
see Peretti, 2008; Holt and Lampke, 2009; Lu et al., 2010; Soudijn and Zegers, 2012;
Décary-Hetú and Dupont, 2012; Yip et al,. 2012; Lusthaus, 2012; Afroz, 2013;
Leukfeldt, 2014). However, a large part of the literature available is based on logical
reasoning, hypotheses, assumptions, and anecdotes. Just as it was back in the 20th
century regarding offline organised crime, in the 21st century organised cybercrime
is full of myths. A study in which forty interviews with experts were held with
representatives from the justice sector, the banking sector, the private security
industry and researchers in the field of cybercrime, for example shows that there are
many different stories circulating about such groups (Leukfeldt, 2013). These range
from pyramid-like organisations with one elusive mastermind to fluid networks that
are constantly in different combinations carrying out attacks without central control;
or international networks with non-Dutch perpetrators to locally organised Dutch
networks and links with the top 600 of the most common offenders in Amsterdam;
and from recruiting money mules using digital means to recruitment in schoolyards.
These divergent images are probably partly caused by the many anecdotes that exist
in the cybercrime field and the multitude of grey literature (e.g., books like
DarkMarket, but also trend reports from Symantec, McAfee, and Microsoft—
organisations whose core business is to protect us from the same threats they
describe).
It is clear that more empirical research is needed to clarify the picture of
organised forms of cybercrime. Therefore, this article provides a theoretical
framework to study cybercriminal networks empirically. The next section goes back
to basics and presents criminological theory about criminal networks. Thereafter,
based on criminological theory and available scientific cybercrime case studies, the
impact of digitisation on criminal networks will be analysed. The last section
contains the conclusion and discussion part of this article.

Criminal Networks: Social Opportunity Structures
In criminology, there does not exist one unambiguous answer to the question why
people exhibit criminal behaviour and what the underlying factors are that produce
this behaviour. Besides general theories that explain why people commit crime under
certain circumstances, there are also theories that focus specifically on the
development and functioning of criminal groups.
Empirical research shows that social ties and social opportunities play an
important role within the formation and functioning of criminal networks. Social ties
provide access to criminal opportunities and the social network is an opportunity
structure that facilitates various types of crime (Ianni and Reuss-Ianni, 1972;
Kleemans and De Poot, 2008; Edwards and Levi, 2008; Bouchard and Morselli,
2014). Criminal organisations, therefore, should be seen in their social and societal
context. It is assumed that aspects central to this include the offenders themselves,
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the illegal partnership in which they operate and the interaction with their social
environment. Kleemans and De Poot (2008) use the concept of social opportunity
structures for this purpose.
The concept of social opportunity structures combines opportunity theory
with social network theory. Opportunity theory (Felson and Clarke, 1998) is a
further development of the routine activities theory. This theory is based on one
principle: temptation and opportunities to prompt people to actually do this crime.
There are also a number of theories that underlie the social network theory
(for a more comprehensive theoretical reflection, see for example Van der Hulst,
2008; McGloin and Kirk, 2010; Scott and Carrington, 2011). An influential theory is
the rational choice theory (Coleman, 1973; 1990). This theory assumes that people
are rational, goal-oriented beings who are guided by a cost-benefit analysis. Relations
with other people are, according to Van der Hulst, an instrumental means to
achieving goals. In line with this, social exchange theory explains that people are
constantly exchanging all kinds of tangible and intangible goods or services with
each other (Blau, 1964; Cook and Whitmeyer, 1992). According to Van der Hulst
(2004; 2008), this ranges from money or information (instrumental resources) to
giving or receiving social support (an expressive resource). The benefits arising from
social relationships are called “social capital”: “If you can’t do something by yourself,
then use others who do have the necessary resources to help you” (Van der Hulst,
2008:12). Social capital consists of contacts with others that are of value because of
their socioeconomic status, education, specific knowledge and skills, because they are
financially wealthy or have (political) influence. According to the theory of social
capital (Van der Hulst, 2008), people who have many valuable contacts are more
successful in our society. This is true not only for individuals but also for groups,
neighbourhoods and (criminal) organisations.

Social Opportunities and Cybercriminal Networks
The social opportunities structure perspective has been created based on decades of
systematic empirical investigation into organised crime (Kleemans et al., 1998; 2002;
Kleemans and Van de Bunt, 1999; 2003; Van de Bunt and Kleemans, 2007; Edwards
and Levi, 2008; Kruisbergen et al., 2012; Bouchard and Morselli, 2014). This section
outlines expectations regarding cybercriminal networks based on this empirical
foundation.
In this section, the structure, recruitment, and growth of criminal networks
will be discussed. First we describe what is known from the literature about
traditional criminal networks, followed by case studies which show the similarities
and differences when it comes to cybercriminal networks.
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The structure of cybercriminal networks: fluid networks and nodes
In empirical research into criminal networks in the offline world, Kleemans et al.
(1998, 2002), Van de Bunt and Kleemans (2007) and Kruisbergen et al. (2012) found
transnational partnerships that were less hierarchical, less durable, and less fixeddelineated than is implied by traditional models. Despite the lack of pyramid-like
structures, the researchers did find dependency relationships. Some people have a
more central role than others within a network. These individuals are nodes within
the network and may have a role in several different networks. This central role
belongs to those who have resources on which others depend: money, knowledge, or
contacts (indeed, social capital, see Van der Hulst, 2008). Roles such as financers,
financial advisors, underground bankers, document forgers and transporters
exemplify this. Van de Bunt and Kleemans (2007) add that there are people who are
important to criminal networks because they can bridge gaps in social structures, for
example, geographic and/or social barriers between countries, between different
ethnic groups, and between the lower and upper world.
It can be assumed that cybercriminal networks have key actors with a central
role because of their specific social capital. Several case studies show that the internet
provides an opportunity structure for decentralised, flexible networks of loosely
organised criminals who collaborate and distribute work based on knowledge and
skills. The study of Soudijn and Monsma (2012), for example, describes a social
network analysis of an online forum of criminals engaged in identity theft (the forum
was intercepted by the Dutch High Tech Crime Team). The authors conducted a
social network analysis and determined among other things the out-degree, in-degree
and betweenness (a way to map the centrality characteristics of a network). The
analysis shows that forum members over the years continue to expand the number of
relationships they have. It also appears that forum members are on average located
relatively close to other possible pairs. The members, according to the authors, fully
utilise the possibilities to build new contacts and expand their network. Veterans and
members with higher status take a more central position. However, the authors
emphasise that newcomers manage to secure a central position relatively quickly.
Furthermore, the authors doubt whether individuals who can bridge holes in social
structures are still so important. This is in contrast to traditional criminal networks.
Lu et al. (2010) analysed the social network of a group of cyber criminals who
operated on the Shadow Crew forum, a forum on which, among other things, stolen
identity information was exchanged. The analysis of Lu et al is based on open sources
(newspaper reports, articles, and court reports). These authors also determined the
out-degree, in-degree and betweenness of members. In addition, they looked at the
closeness centrality (which is the distance from one actor to other actors in the
network) and the eigenvector centrality (the number of connections from a person to
central people in the network). In addition, subgroups within the social network were
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also investigated to see whether they existed. Analysis showed that it is a
decentralised network. However, there are a number of nodes: actors with a leading
role or with a brokerage function within the network. Different actors could be
pinpointed who had other members under their influence. In addition, a number of
subgroups within the social network could be identified.
Yip et al. (2012) analysed four criminal forums which were logged by the
English police. The authors had access to the anonymous private messaging records
from four carding fora: Shadow Crew, Carderplanet, Cardersmarket, and
DarkMarket. Based on private messages between the members of the fora, the
authors looked at different characteristics of the network (e.g., degree distribution,
assortativity, rich club phenomenon, and cohesive subgroups). These authors also
conclude that many members have lots of contacts and that there are few members
with a central role. The authors note, however, that reputation and trust within the
forum is important and reliable sellers therefore have to be members of the forum for
a long time to build up a good reputation.
The studies described in this section show that, just as in traditional networks,
there are still important actors (nodes) with a role as bridge builder. The structure of
traditional and cybercriminal networks do have similarities. However, the role of
these central actors might be of less importance because members of fora can grow
their own network (and thus gain social capital) relatively fast. For the growth of a
network, this would mean that the traditional restrictions of social networks become
less important. Of course, this only applies to criminals who already have access to
the forum. To get into a forum, an existing member must vouch for the aspirant
member. New members therefore must already know someone in that specific
criminal world. This raises the question of whether cyber networks are more fluid
than traditional networks.

Recruitment and growth
People get involved in criminal networks in different ways (Kleemans et al., 1998;
2002; Van de Bunt and Kleemans, 2007; Kruisbergen et al., 2012; Edwards and Levi,
2008; Bouchard and Morselli, 2014). It is usually not a question of military-like
recruitment with corresponding growth opportunities. Social relations and network
dynamics ensure that the recruitment of new offenders and the creation of new
partnerships are not the same as traditional models claim. Kleemans et al. (1998)
showed that family, friends and acquaintances work together and introduce each
other to others. Van de Bunt and Kleemans (2007) analysed 92 starters in organised
crime and concluded that they became involved in organised crime in different ways:
through pre-existing social relationships, work and work-related relationships,
hobbies or other activities, life events (e.g., bankruptcy) or by deliberate recruitment.
No empirical research has been done on the opportunity structures that
provide people with entry into a cybercriminal network. Based on literature of
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traditional criminal networks, the expectation is that social ties provide the
opportunity structure for entering a cybercriminal network. On the other hand,
however, the internet eliminates the barriers of time and space and makes it possible
to have accomplices throughout the world. Indeed, new digital offender convergence
settings have arisen where criminals can meet, recruit new members and plan new
attacks (Peretti, 2008; Holt and Lampke, 2009; Soudijn and Zegers, 2012; Soudijn and
Monsma, 2012).
The case studied in Leukfeldt (2014) shows that social relationships may
indeed be important for the recruitment and growth of cybercriminal networks.
Despite the fact that the criminals where involved in phishing, the recruitment of
new criminals largely took place on the streets. All kinds of acquaintances from the
traditional Amsterdam criminal environment are used to carry out the non-digital
part of the crime (cashing money, recruiting money mules, getting information about
potential victims) and meetings with facilitators take place in real world cafes. As
mentioned before, Soudijn and Monsma (2012) and Yip et al. (2012) show, however,
that the process to get into a criminal partnership can be different in the digital
world. Newcomers are able to get into contact with existing members relatively
quickly and are able to create a central role for themselves. The authors note that, in
contrast to physical networks, central people are not that important. Apparently,
getting new contacts is easier in the virtual world then it was in the physical world.
The accumulation of social capital is thus still important, but this process can be
faster in digital offenders convergence settings than before.

The central role of offender convergence settings: building trust and bridging
gaps
The literature shows that social relationships play an important role in the
development of criminal networks. Existing contacts, however, do not always
provide enough possibilities, especially in transnational crimes. The problem with
social relationships, according to Van de Bunt and Kleemans (2007), is that they are
highly clustered. They can, for example, be limited to relationships with people in the
same country or region. The capabilities of any social cluster are therefore limited.
Hence, relationships have to be formed with “outsiders”. Eventually, in order to grow
and to get more criminal opportunities, contact must be made outside the existing
social relations.
When it comes to new contacts, places where criminals meet play an
important role. These types of meeting places are referred to as offender convergence
settings. According to Felson (2003) offender convergence settings are important
because they provide structure and continuity. Offender convergence settings ensure
that newcomers can establish links with criminals present there and enter existing
criminal networks or form new criminal alliances (Felson, 2003; 2006; Von Lampe,
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2009). Offender convergence settings are physical locations where criminals can
meet, for example, a cafe or coffee shop.
The internet has its own offender convergence settings, for example, fora
where cybercriminals meet, exchange information or make plans for committing
crimes (Peretti, 2008; Holt and Lampke, 2009; Lu at al., 2010; Soudijn and Zegers,
2012; Soudijn and Monsma, 2012; Decary-Hetu and Dupont, 2012; Yip et al., 2012;
Lusthaus, 2012; Afroz et al., 2013). These studies show that fora play an important
role in enabling international attacks. Key actors provide their specific expertise and
their own social networks including criminals with whom they have worked before.
Trust plays a major role when it comes to looking for reliable accomplices.
Therefore, an outsider’s reputation is very important. Soudijn and Zegers (2012),
Soudijn and Monsma (2012), and Yip et al. (2012) showed how the search for other
reliable criminals on different fora works. The reliability of a member can be
determined using a peer-review system and various statuses a member could earn.
Members can rate offered goods and services. Someone who has many positive
reviews is seen as more reliable than someone who has not. The status indicates the
reliability of a member and is also related with the rights that member has on the
forum. Statuses include newcomers, members, trusted members, but also scammers.
Over the years, one's status may change. The peer reviews and statuses are linked to
the username.
Offender convergence settings, therefore, ensure that new criminal contacts
can be acquired, that new social capital enters the criminal group and that
restrictions of social networks can be bridged. Empirical research into traditional
organised crime shows that access to those meeting places affects the growth and
development of a network. In their analysis of 68 executives within organised crime,
Van de Bunt and Kleemans (2007) show that a part of this group grew to become
“local heroes” while another part gained a position at a national or even international
level. Within their own region, the “local heroes” make profits from many different
criminal activities, but they have no contacts outside their region and have no
expertise on which others depend. A condition for growing into the international
level is having contacts with brokers who give access to new export markets, or who
have capital or expertise.
Literature on cybercriminal networks show that fora can serve as offender
convergence settings for cybercriminals and play an important role in most of the
cases studied (Peretti, 2008; Holt and Lampke, 2009; Soudijn and Zegers, 2012;
Soudijn and Monsma, 2012). Fora enable criminals from different countries with
different expertise to meet. This does not mean that all existing cybercriminal
networks use such fora. Nor is it known whether the criminals in these fora also meet
each other via offline offender convergence settings. The study of Leukfeldt (2014),
for example, shows that a Dutch group of phishers met each other in the streets of
Amsterdam and only used the internet to commit their frauds. An interesting
question therefore is whether online and offline offender convergence settings play a
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role in cybercriminal networks and, if so, which role they play. If not all criminal
networks (are able to) use fora, it is likely that the cybercriminal networks have local
and international partnerships, just as they do in traditional organised crime. So the
questions are whether cyber criminals (only) come together online, which sub
variants there are (the initial encounter online, then an offline collaboration, etc.) and
what this means for the growth and criminal opportunities of the criminal network.

Conclusion and Discussion
Although more and more scholars have discovered the cybercrime field, there still is
too little empirical research to make robust statements about cybercriminal networks.
Therefore, this article outlines what to expect from cybercrime groups, based on
criminological theory on criminal networks. These expectations can be used as a
basis for further empirical studies.
To understand the nature of cybercriminal networks, it is important to
understand the extent to which social opportunities play a role in the origin and
growth of cybercriminal networks in our digitised society. These opportunities may
affect the network at various levels. On the one hand, they may affect the structure of
a network (pyramidal, fluid with important actors, completely fluid), but on the other
hand they can also affect which type of criminals become part of the network (because
growth and recruitment are different).
Research into traditional criminal networks shows that these networks are not
static and pyramidal; they are more fluid than that. However, within these fluid
networks there are still a few players who perform the important function of broker
(arranging contacts between criminals in different countries, providing new markets,
etc.). Some case studies of cybercriminal networks show that criminals are now able
to set up an international operation through a forum relatively easily. Authors also
suggest that the function of broker has diminished. As a result, a shift may take place
from fluid networks with some key players (brokers) to completely fluid networks
where all participants are able to get into contact with each other. Fora could
therefore provide the opportunity structure for a new type of criminal network.
Unfortunately, existing case studies alone are not enough to get a clear
picture. First ,a systematic review of current cybercriminal networks will have to be
done in order to map all types of networks. The characteristics of a network can be
related to the origin and growth of a network. Are the “old fashioned” social ties still
that significant to cybercriminals who can meet each other online? What role do
digital offender convergence settings play within cybercriminal networks, and what
does this mean for the recruitment of new criminals?
Based on theories about criminal networks, it is expected that there are at least
two types of networks. This picture is confirmed by the cases presented in this
article. Perhaps the single most important question in empirical research should be
about the role that digital offender convergence settings play within cybercriminal
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networks. Access to brokers who bridge gaps between social networks determine the
growth and development of criminal networks. If not all criminal networks are able
to use such online venues, then—just like in traditional organised crime—local cyber
partnerships will exist alongside international networks. The question is whether
these different types of cybercriminal networks also have different characteristics
(structure, type offenders, etc.) and whether there are other (intermediate) variants.
Systematic analysis of cybercriminal networks can offer insight here, for instance, in
the way research into traditional organised crime has been done for decades in the
Netherlands (Fijnaut et al. 1996; Kleemans et al., 2002; Van de Bunt and Kleemans,
2007; Kruisbergen et al., 2012).
Answering the questions formulated in this last section should clarify the role
social opportunities play in the origin and growth of cybercriminal networks. This
will also reveal the role of the internet and whether the importance of social
relationships has diminished. At the moment there is too little knowledge about this.
Increasing knowledge about these elements will ensure that we are able to better
understand what cybercriminal network are really like, and what countermeasures
can be taken. This is not only of academic interest; it also provides those law
enforcement an insight into which counter strategies work best. It goes without
saying that an international network of experts will offer different opportunities and
challenges for law enforcement agencies than locally rooted networks of criminal allrounders.
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